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Abstract of the contribution: This contribution updates section 6.4.8 to include procedures for supporting connection-less uplink and downlink PDU transmission.
Discussion

This contribution updates section 6.4.8 to include procedures for supporting connection-less uplink and downlink PDU transmission.
Proposal

***** Start of Change *****

6.4.8
Solution 4.8: for Data transmission with ConnectionLess RAN-Core interface
6.4.8.1
Solution Overview

The solution aims to cover at least following use cases:

-
(Massive) IoT UE that may move and need to send sporadic (potentially small amount) data: in this case the UE sends data to the NextGen Core via the user plane path without requiring more signalling in the network (RAN and Core) than the amount of user data to be transferred.

Editor’s note: It is FFS whether the solution applies to other use cases such as Smartphone issuing a regular check / polling for notifications of incoming messages / events. 
In such situations, the following architectural concepts are proposed in order to support a fast switch from IDLE state to a CL-data state where data transfer occurs:

-
The RAN-Core interface works in ConnectionLess (CL) mode for UP (User Plane) delivery: once the PDU session has been set-up, in order for the UE to be able to send or to receive data no connection dedicated with an UE needs to be set-up on NG2 or NG3. 
-
The service itself is not connectionless:

-
the UE needs to attach, set-up PDU sessions, etc.
-
When the UE exchanges MM or SM related signalling with the network a NG2 connection is set-up. Once the MM or SM transaction(s) are over the NG2 connection for the UE is released

-
The MM procedures (e.g. ATTACH, authentication, , “Tracking Area” update,…) are independent from whether the UE will activate a PDU session used in ConnectionLess (CL) mode on the interface between RAN and Core. Thus an UE needs to ATTACH to the network before being able to activate a PDU session to be used in ConnectionLess (CL) mode on the interface between RAN and Core   

-
The UE is tracked at “Tracking Area” level and issues “Tracking Area” updates.

-
The UE uses the same SM procedures to manage (set-up,  release,…) a PDU session regardless of whether this PDU session is to be used in a Connection Oriented (CO) or in a ConnectionLess (CL) mode on the interface between RAN and Core.

-
During the PDU session set-up procedure some parameters specific to the CL data transfer are nevertheless exchanged between the UE and the network.

Editor’s note: It is FFS whether the same PDU session may alternatively be used in a Connection Oriented (CO) or in a ConnectionLess (CL) mode on the interface between RAN and Core. 
-
The support of the ConnectionLess (CL) mode on the interface between RAN and Core is independent from the nature of the data being carried in a PDU session (IPv4, IPv6, non IP).

-
When the UE needs to send data (assuming the UE is already attached to the network and has established a PDU session):

-
There is no NG2 signalling exchange dedicated to the UE between the RAN and the Core 

-
There is no NG3 data plane connection dedicated to the UE between the RAN and the Core 

-
As there is no signalling exchange dedicated to the UE between the RAN and the Core, the RAN gets no security material dedicated to the UE. Thus the security and the header (de)compression of the user plane traffic are handled in the NextGen Core (in the UPGW part of the NextGen Core). The corresponding parameters (e.g. security algorithms, compression algorithms,...) are negotiated between the UE and the CN CP at PDU session set-up

Editor’s note: Any potential security impacts on signalling exchanges between the RAN and the UE is to be studied by SA3 in conjunction with RAN groups

-
As the Core network User plane GW (UPGW) needs to decipher data received from a UE via the RAN, the UL (uplink) data are sent by the UE together with a non ciphered PDU session identifier allowing the UPGW to retrieve the deciphering context of the PDU session.

-
As the RAN needs to route Uplink (UL) traffic from the UE towards the UPGW, the UE needs to put packet forwarding information in its UL traffic allowing the RAN to determine the relevant UPGW. 

-
The NextGen Core provides via NAS signalling UPGW CL Service information (UCLSI) to the UE: UE identifier and the packet forwarding information allowing the RAN to determine the UPGW. This information is provided on a per PDU session basis.

-
The NextGen Core provides UCLSI information to the UE at least upon UE request for a PDU session set-up. This information needs also to be provided to the UE when the UPGW that supports the PDU session of the UE has been changed.

-
When the UPGW receives UL traffic with a PDU session identifier for which it has no corresponding context, the UPGW fetches the corresponding information from the CN CP 

-
The UPGW keeps track of the RAN from which it last received UL traffic from a UE and associates this information with a UE location freshness timer. As long as the UE location freshness timer has not elapsed, the UPGW sends DL (Downlink) traffic for an UE towards the RAN from which it last received UL traffic from this UE. The DL data sent are sent by the UPGW towards the RAN together with a non ciphered UE identifier. If the RAN can’t deliver the PDU (the UE may have moved in the mean time) the RAN deletes the PDU and notifies the UPGW that removes the relationship between the UE and the RAN. . 

Editor’s note:  DL data delivery requires further clarifications
-
 When the UPGW needs to send DL data towards an UE, and the UE location freshness timer has elapsed, the UPGW request the CN CP to page the UE. The CN CP pages the UE in the (set of) “Tracking Area” where it is registered-
The value of the UE location freshness timer is determined by the network taking into account the UE subscription.

-
The UE mobility relies on cell reselection, not on network controlled Hand-Overs
Editor’s note:  MM states are FFS
Editor’s note:  The security aspects related with this solution need to be studied by SA3 . 
6.4.8.2
Call flows

Editor’s note:
 FFS

This section depicts call flow pertaining to uplink and downlink data transmission where there is no dedicated control signalling exist between the UE and the core and also between the Access Network (AN) and the core. Small data transfer is assumed over the control plane. The PDU supported in this section can be IP or non-IP.
6.4.8.2.x
Uplink connection-less small data transmission

Figure 6.4.8.2.x-1 shows the call flow for uplink small data transmission for session-less small data transmission using access network making use of connection-less transmission.
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Figure 6.4.8.2.x-1 Uplink connection-less small data transmission 

1. During Attach procedure, the UE and Capability Exposure function (CE) establishes the security context for transmission of uplink and downlink session-less small data. Right after completing Attach procedure, the UE goes to Idle mode.
2. The UE receives a request to send a small data packet from the application, it creates a message with a security header and the encrypted data packet. It then communicates with the AN to send this data packet using connection-less mode. 
NOTE: Details for sending packets in connection-less mode needs to be confirmed by RAN WGs.
3. The AN routes the packet to the MM function using the context established at the time of Attach procedure. Using either communicating with the Network Function (NF) Selector or via pre-provisioning, the MM function identifies CE function. 

4. The message is then forwarded to this CE function with encrypted data by the MM function. At that time, the MM function may optionally include MM context for that UE.

5. After performing integrity check, the CE function decrypts the message and forwards it to the Application Server (AS). The CE function may store the information of the MM function and MM context which may be used for Mobile Termination (MT) requests received at the later time. If a PDU type transmitted is IP, the address of the AS can be determined based on the destination address from the small data. 

Editor’s Note: It is currently FFS how address of the AS can be determined for non-IP PDU.

6. If a reply is provided by the AS, it will follow steps provided for the downlink connection-less small data transmission procedure defined in section 6.4.8.2.y. 
6.4.8.2.y
Downlink connection-less small data transmission

Figure 6.4.8.2.y shows the call flow for downlink small data transmission for session-less small data transmission using access network making use of connection-less transmission.
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Figure 6.4.8.2.y-1 – Downlink connection-less small data transmission
1. The UE is in Idle mode and attached to the network with an access network which supports connection-less transmission.

2. When the CE function receives a small data packet, it first authorizes the AS from where this small data packet is received.
3. After verification, the CE function encrypts this received packet and adds a security header. Optionally, it may perform integrity protection of the message. If PDU type transmitted is IP, the address of the UE can be determined based on the destination address received in the small data.
Editor’s Note: It is currently FFS how address of the UE can be determined for non-IP PDU.

4-5. If the CE function has valid MM function information and MM context, it will send encrypted small data to this MM function along with the MM context. Otherwise, it will communicate with the NF Selector to obtain the MM function information and then forward the small data to that MM function.
6- The MM function may make use of a valid MM context if it is received from the CE function and sends encrypted small data to the UE (step 8). Otherwise it sends a Paging Request to the UE. The MM function is expected to store encrypted small data until either response of the Paging Request is received from the UE or the timer waiting for this response expires.

It may also be possible for the MM function to send small data packet along with the Paging Request to the AN. In that case, it is expected that the AN retains the small data packet until the UE responds Paging Request and then forwards the small packet over the connectionless mode.
7- The UE sends an Initial NAS message as a response of the Paging Request to the MM function.

8- The MM function forwards stored small data to the UE. 

9- The AN communicates using the connection-less mode with the UE to transmit the received small data.

NOTE: Details for sending packets in connection-less mode needs to be confirmed by RAN WGs

10- The AN also provides confirmation of small data delivery to the MM function which then forwards to the AS via the CE function.

***** End of Change *****
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